
Monitoring of 
security and Cloud 
services in the 
customer's 
infrastructures.

24x7 Support
to ensure that the 
service is provided in 
a reliable and safe 
way.

Global 
Management and 
Resolution for 
critical services 
ensures that all 
capabilities are made 
available through 
the governance 
and control model, 
maximising the 
customer experience. 

FACILITIES:

Made up of 
people in charge 
and expert lines 
for each type of 
customer/service 
who supervise all 
processes and 
actions, as well as 
specialised and 
multidisciplinary sta�.

Modularity and 
integration.
The DOC's 
end-to-end 
service has the
ability to integrate 
manufacturers and 
customers into 
specific conference 
rooms, thereby 
increasing the 
capabilities in
service delivery.

1000m2 surface

3 areas, one of them 
totally independent

3 large videowalls

3 multitechnology  
integration rooms

+50  real-time 
monitoring stations

+70  specialized 
operational positions 

Comprehensive and Global Service with a 360º 
vision for Cyber Security and Cloud services.

The most agile levels of monitoring and care are 
integrated with the specialisation of 
competence centres to o�er the best possible 
solutions.

DIGITAL OPERATIONS CENTER



Capacities

+5.5 M customers
B2B from Telefónica 
in 175 countries

11 Security Operations
 Centres 

+33,6% year-on-year 
growth 

~4.000 professionals
 +27 nationalities

~3.000 certifications

60% of o�shoring
STRATEGIC CENTERS

Hispam

Digital Operations Centers

Service Support Center

critical 
incident 

management

proactive 
ticketing 

management

  vulnerability 
management

 monitoring 
management

change 
controls

24x7 Specialist Support

N
A

C

PE
R

IM
ET

ER
 

M
A

SS
IV

E 
SE

R
V

IC
ES

A
N

TI
FR

A
U

D

C
YB

ER
TH

R
EA

TS

C
LE

A
N

 M
A

IL

IT
 /

 O
T 

SE
C

U
R

IT
Y 

M
O

N
IT

O
R

IN
G

ED
R

 /
 IR

W
A

F

C
LO

U
D

C
LE

A
N

 P
IP

ES

PR
O

XY
/M

A
IL

PE
R

IM
ET

ER

V
U

LN
ER

A
B

IL
IT

Y 
M

A
N

A
G

EM
EN

T

P
S

+M
S

 
SS

O
O

 +
 B

B
D

D
 +

 M
D

W

Ia
aS

 +
 P

aa
S

 +
 

V
ir

tu
al

iz
ad

os

H
yp

er
sc

al
er

s

Level 1

Level 2

C
lo

ud
 C

om
m

s
C

C
C

C
lo

ud
 N

et
w

or
ki

ng
+ 

S
eg

ur
id

ad

H
os

ti
ng

C
PD

A
lm

ac
en

am
ie

nt
o 

y 
B

ac
ku

pspecialised 
technical 
centers 

Level 3 Specialised Support

N1 N2

DOC 1

SSC

SSC

CT 1 CT 2 CT 3 CT 4 CT 5

DOC 2



Leads, prioritises, 
streamlines and 
simplifies the 
management of 
critical a�ected 
incidents.

Supervises and 
coordinates the 
operation of the 
services delivered to 
the customers with 
E2E vision.

Scheduled 
change control and 
tracking of relevant 
changes.

Main objective: 
reduction of MTTR 
(Mean Time To  
Repair/Recover).

Proactive control
of operations.

Service Support Center

CloudCyber
Security

SSC

SSC



Telefónica's secure Hybrid Cloud model

Unifying Security, 
Communications and 
Cloud single model

Nodes in Telefónica Infrastructure

Managed Virtual Private Cloud

Public
Cloud

Private
Cloud Edge

VDC
Edge

cloudgarden

Traditional IT 
applications

Cloud Networking Single Management Cloud Connect

Native Cloud 
Applications

Professional Services

Cloud Operations 

N1 N2



Supporting our customers in their next step 
Find out about your Cloud Journey

Scope Single 
Proposal

Modernisation
Transferring Customer 
Applications to Cloud 
Native Environments

 Unique 
methodology and 

tools

App to App
Migrations of business 

applications to our PaaS 
or Cloud services

Ability to deal with 
complex migration 

projects

App to App
Migrating IaaS 

environments in a fast 
and easy way

In-house services 
with own sta�

Bare Metal
Migrations of legacy 

environments and 
data centres

Proven experience 
in Large Customer 

migrations

!"#$%!"#$%&

VCD

5 Data centres
+1 Edge node 
in Spain

Providing Managed Professional Services
Enabling the adoption, evolution and improvement of services in CCPP

Assessment &
Planification
Duration: from 2 to 9 weeks

Cloud adoption 
consultancy, migration 
or cost optimisation 
Business Plan

01
Design &
Deployment
Duration: from 2 to 8 weeks

Design and deployment 
of Cloud architecture 
(from security and 
network) based on 
Assesment Study

02
Migration &
Transformation

Run

Duration: from 2 to 18 weeks

Ensuring a seamless 
migration to the new 
cloud architecture with 
minimal impact on 
operations

→ Cost control & 
Optimization

→ IaaS Management
→ PaaS Management
→ Cloud Security

03
Professional services

…And customised adoption services with certified analysts, architects and engineers

Managed services

Native Cloud 
Applications

On demand 
architectures

CCPP
redisigns

Application 
Transformation

Landing Zone



Cyber Security 
Operations 

Evolving the traditional Managed Services approach to a team of 
experts and an 'Intelligent' Security Operations Centre to deliver 

an E2E vision

E2E
business 

vision

Security

C
loud

24/7/365. 
Customised service

Global scope
& Local presence

Global iSOC with 
11 localitions

Integrated vision with a 
single point of contact

Synergies for a better 
customer experience

+300 partners

+3000 Cyber & Cloud
 certifications

+2300 Cyber & Cloud 
professionals

Multidisciplinary team

The best platforms 
and infraestructures

CT 1 CT 2 CT 3 CT 4 CT 5

IoT &
 B

D



Our two value proposition models to adapt our 
capacity to the needs of the customer

Industrialised 
SOC

Security operations 
according to 
industrialised 

services

→ Industrialised service.
→ Experts located on 

Telefónica's premises.
→ Multi-tenant  platforms 
      and tolos.
→ Experts partially dedicated 

to the client.

Security 
operations with 

customised 
service

Customised 
SOC

→ Personalized service on the 
basis of industrialised service.

→ Experts located at Telefónica's 
or the customer's premises.

→ Customer or Multi-tenant 
platforms and tools

→ Dedicated customer experts 
      with overflow at SOC technical 

centres.

Cyber Security Value Proposition
Smart MSSP

Intellig
ence

Vulnerabilities
management

 SASE Architecture

Detection 
& response

iMSSP

Professional
services Consultancy

Managed 
security

Threat
intelligence

Device
security

Network
security

Information
protection

Cloud 
security

Identity 
protection

loT &  SOT
 security

Recovery

Response

Detection

Protection

Identification

We o�er our customers a comprehensive 
P&S portfolio that includes MSS and MDR 
capabilities, network security, IoT and OT, as 

well as identity services.

Orchestration 
& Automation

Zero Trust 
model

Intelligence
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